Privacy
policy

semestermage.se
Sjukdomar som sprids med mat och vatten

Last Updated: May 2018

Valneva Sweden AB (“Valneva“, “we“, “us” or “our“) has created
this privacy policy (hereafter referred to as the “Privacy Policy“)
in order to demonstrate our firm commitment to privacy. The
following discloses our information gathering and use practices
for the Valneva website, semestermage.se and pages which are
owned by Valneva or its affiliates and which refer to the present
Privacy Policy (collectively referred to as the “Site“).
The present Privacy Policy serves to inform you of our policy
pertaining to the collection, use and disclosure of information that
you may provide, whether intentionally or unintentionally, by your
use of the Site and your rights as a data subject.
IT IS THUS IMPORTANT THAT YOU CAREFULLY READ AND FULLY
UNDERSTAND THE ENTIRE PRIVACY POLICY PRIOR TO USING THE SITE.
Valneva recognises its responsibility to protect Personal Data.
“Personal Data” means personally identifiable information, i.e. any
information relating to an identified or identifiable individual, such
as your name, birthday, gender, address, email address, phone
number, health information, and comments or enquiries you have
made about our products or services when such comments or
enquiries are linked to you or any other information of similar
nature.
This Privacy Policy applies to individuals we deal with including
consumers, patients, health care professionals and others within
the health care or pharmaceutical industries (“you” or “your“), and
explains how we collect, use, disclose and otherwise process and
protect your Personal Data. This Privacy Policy further includes a
description of your data privacy rights as a data subject.
By using this Site or otherwise supplying us with your Personal
Data, you agree that we may use any Personal Data you have
given, in the manner stated below.
1. Personal Data
We may collect Personal Data e.g. names, addresses, telephone
numbers, email addresses, only when voluntarily provided by you
when you register or otherwise voluntarily submit information to
us. Some of this information may relate to your health, which is
particularly sensitive. We may collect also CVs, information on your
permits, licenses, potential conflicts of interest, references and
merits. We may also collect information relating to adverse events.

2. Data Controller
A Data Controller is the one determining the purposes and means
of the processing of Personal Data. Valneva Sweden AB, with its
principal place of business at, SE-105 21, Stockholm, Sweden, will
collect and process your information as Data Controller.
3. Legal Basis for Processing
Valneva processes your Personal Data on defined legal grounds.
We may process your Personal Data when it’s necessary for the
performance of a contract between us, when we have a legitimate
interest to do so, or when there is a legal obligation that we have
to comply with. Sometimes you have given specific consent to the
processing activities. If the consent concerns a child under the
age of 16 (or such other lower age determined by the local laws
applicable to this Privacy Policy), consent must be given or
authorized by a person with parental responsibility for the child.
4. Personal Data Collection
Valneva and its agents and representatives collect Personal Data,
sometimes including special category data that is particularly
sensitive personal data (e.g. data concerning health ) in a number of
circumstances, including when you provide it to us voluntarily or in
other circumstances with your consent or as permitted or required
by law. For example, we may collect your Personal Data when you:
• request information;
• enquire or provide comments about our products and services;
• participate in advisory boards;
• participate in online educational activities;
• fill out questionnaires or surveys;
• otherwise provide your Personal Data to us, including by telephone, mail, email, facsimile or through the Site.
The Personal Data we may collect includes:
• personal and business contact information, such as name, title,
address, telephone number, gender, and email address or any
other information of similar nature;
• information that our sales representatives may collect during their
visits with physicians and other health care professionals with
whom they deal, for instance title, qualifications, areas of practice
or specialisation, their questions or comments about our products,
and related information about health care professionals and their
administrators relevant to maintaining and managing our
relationship with such persons;
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• information collected in connection with enquiries or comments
made by individuals who contact our Medical Information
representatives;
• names and other contact details of physicians participating in
advisory boards and the opinions or comments expressed by
those physicians during advisory board meetings;
• information from individuals visiting our premises such as their
name and the name of the organisation for which they work or
which they represent. We may also post video cameras in
public-access areas on our premises; and
• other information with your consent or as permitted or required
by law.
Calls to and from Valneva may be recorded and/or monitored for
quality and training purposes. Recordings may also be used to help
us develop and improve our products and services. Information
may also be actively and passively collected by the Site. See “The
Site” below for details.
You have the right to decline our request of your Personal Data,
however we may not be able to provide you with the requested
services should you chose to do so.
Please note that if you wish to subscribe and connect your personal
social media account to our Site, e.g. if you would like to share
information on your own social media account, certain Personal
Data will be shared with us such as Personal Data linked to your
profile or your friends profiles on the applicable social media
account.
If you are sharing Personal Data of another individual, you guarantee that you have the authority to share that data and give us the
permission to process the Personal Data provided in accordance
with this Privacy Policy.
5. Purposes
Valneva collects Personal Data for a variety of purposes relating to
the operation of our business and the delivery of services to you,
including to:
1. provide our products and services and generally manage and
administer our business including maintaining business records
for reasonable periods and defending and bringing legal actions;
2. develop and improve our products;
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3. provide you with health and product-related information;
4. reply to your requests, enquiries and comments;
5. receive and assess product enquiries, reports of adverse events,
and product complaints;
6. assist in or co-ordinate product recalls;
7.	establish and maintain our relationship with health care
professionals and administrators and other individuals with
whom we have contact in the course of our business;
8. provide assistance and advice to health care professionals and
institutions with respect to our products;
9. test and analyse our products for efficacy and safety;
10.	meet legal, regulatory, insurance, security, ethical and processing
requirements such as adverse event and clinical reporting to
relevant regulatory bodies;
11. monitor compliance with informed consent requirements when
patients participate in clinical trials, and verify that clinical data
collected by Valneva in the course of the clinical trial conforms
to the source data available at the site of the clinical trial;
12. use feedback provided to us in the course of advisory board
meetings to develop the strategic positioning of our products;
13. manage, administer, collect and enforce accounts;
14. provide remuneration to individuals who have performed
services for Valneva;
15. enable us to act responsibly in the event of a health or other
crisis or emergency and to enhance workplace security;
16. evaluate résumés or other Personal Data submitted to us in
connection with employment possibilities. For candidates who
are not offered or do not accept a position, we may retain their
information in the event that an appropriate position becomes
available or that they re-apply to Valneva;
17. offer and administer promotions, surveys and websites including
social media;
18. ensure the security and integrity of the Site and operations.
We may also use your Personal Data for other purposes with your
consent or as permitted or required by law.
6. Direct Marketing
We will not use your personal data for marketing activities unless
you have consented to receive marketing communications from us.
7. Transfer of Personal Data and Use of Service Providers
This Site is owned and operated by Valneva Sweden AB, but the
information you provide may be accessible or transferred to our

affiliates, vendors or suppliers in other countries, including countries
outside the European Economic Area (“EEA”). We may further
transfer Personal Data to outside agents or service providers
(including affiliates acting in this capacity) that perform services on
our behalf and according to our instructions, for example: certain
payroll and benefits administration functions; receipt and administration of certain adverse event or product quality complaints;
certain credit card, billing, mailing, marketing, information technology
and/or data hosting or processing services, or similar services, or
otherwise to collect, use, disclose, store or process Personal Data
on our behalf for the purposes described in this Privacy Policy. Such
third party service providers are restricted from using the Personal
Data for any other purpose other than to provide services for
Valneva. Valneva is responsible for any processing by such third
parties, and will ensure that such service providers have entered
into written agreements allowing Valneva to comply with our
obligations under this Privacy Policy and applicable laws and
regulations. Your Personal Data will not be disclosed to any other
third parties unless you have explicitly given your consent to such
disclosure or if it is required by laws or regulations. Some of these
service providers may be located outside of the EEA. While outside
of the EEA, your Personal Data will be subject to applicable foreign
legal requirements, which may include lawful requirements to
disclose Personal Data to government authorities in certain
circumstances. In case of such transfer, Valneva will take reasonable
efforts and security measures in an effort to keep your Personal
Data secure, and Valneva is responsible to ensure that the transfer
takes place in accordance with this Privacy Policy and applicable
laws and regulations. We may also use, disclose and transfer your
Personal Data in connection with a possible reorganization, merger,
acquisition, assignment, transfer or other disposition of all or parts
of our business, assets or shares. If you have any questions about
the methods we use to safeguard any Personal Data transferred
outside the EEA please feel free to contact us using the contact
details under Section 15 below.
8. Disclosures
Valneva may disclose your Personal Data (including Sensitive
Personal Data) in the following circumstances:
We may disclose Personal Data when required in order to meet
legal, regulatory, industry self-regulatory, insurance, audit, security
or ethical requirements, including obligations to health and drug
regulatory and self-regulatory bodies, physicians, hospitals, or other
health care facilities.
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Your Personal Data may be used by Valneva and disclosed to
parties connected with the contemplated or actual financing,
insuring, sale, assignment or other disposal of all or part of
Valneva’s business or assets, including for the purpose of permitting
such parties to determine whether to proceed or continue with
such transaction or business relationship and to fulfil reporting or
audit requirements. Assignees or successors of Valneva or our
business or assets may use and disclose your Personal Data for
similar purposes as those described in this Privacy Policy.
We also may disclose your Personal Data to third parties, located in
the EEA and/or any other country, where required or permitted by
applicable laws, court orders, or government regulations (including
as required by national and foreign laws applicable to Valneva or
our agents and service providers).
9. Security
We take reasonable steps to protect your Personal Data using
physical (locked filing cabinets and restricted access to offices),
electronic (especially firewalls) or procedural security measures
appropriate to the sensitivity of the information. Valneva will take
appropriate steps to ensure that Personal Data about you is
protected from loss or theft, as well as unauthorised access,
disclosure, copying, use or modification.
Although we have enacted security measures, we cannot guarantee the security of any information that you submit via email or
over the Internet. To the extent permitted under applicable law, we
make no warranty, express or implied, concerning the security or
integrity of any Personal Data. Submission of Personal Data using
such networks is done at your own risk, since no Internet transmission is ever 100% secure or error-free (in particular, emails sent to or
from the Site may not be secure). You should take special care in
deciding what information you send to us via email or posting on
the Site. Moreover, where you use passwords, ID numbers or other
special access features on the Site, it is your responsibility to
safeguard them.
10. Links to other Websites
The Site may contain links or references to other websites to which
this Privacy Policy does not apply. Valneva is not responsible for the
data collection and use practices of companies or organisations to
which the Site may provide links. We encourage you to read the
privacy statement/policy of every website you visit.
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Valneva makes no representations whatsoever about any other
website which you may access through this Site. In addition, a link
to a website does not mean that Valneva endorses or accepts any
responsibility for the content, or the use, of such website
11. The Site
The Site may collect information from visitors both by asking you
specific questions and by permitting you to communicate directly
with us via email and/or feedback forms. Some of the information
that you submit on the Site may be Personal Data. A site may
further use “cookies” and Internet Protocol (“IP”) addresses. A
cookie is a bit of information that a website sends to your web
browser that helps the site remember information about you and
your preferences and an IP address is a number assigned to your
computer by your Internet service provider. The IP address can be
used to diagnose problems with a server, report aggregate
information, determine the fastest route for your computer to use
in connecting to a site, and administer and improve the site.
11.1 Use of Cookies
Nearly all websites use cookie technology. This technology is
downloaded by your Internet browser the first time you visit a
website. The next time you access this website from the same
device, the cookie and the information stored in it are either sent
back to the site that generated the cookie or to a different
website to which it belongs. This enables the website to
recognize whether you have already accessed the site through
this browser and, in many cases, it may then vary the content
displayed. Some cookies improve the user experience when you
return to a site you have already visited. As long as you use the
same device and the same browser, cookies will remember your
preferences for the site and make the content displayed more
relevant to your personal interests and needs.
11.2 Cookies on Valneva’s Site
Permanent cookies are used on Valneva’s Site. Therefore, when
browsing the site, you tacitly agree that Valneva installs cookies
on your browser. Nevertheless, if you do not want cookies to be
installed on your browser, please refer to Section 11.4.

11.3 Google Analytics
The Site uses Google Analytics, a web analytics service provided
by Google, Inc. (”Google”) in order to measure the traffic, analyze
the audience and the use of the website. The information
generated by the cookie about your use of the Site (including
your IP address) will be transmitted to and stored by Google on
its servers in the United States. Google will use this information
to compile reports on website activity for website operators and
to provide other services relating to website activity and Internet
use. Google may also transfer this information to third parties
where required to do so by law, or where such third parties
process the information on Google’s behalf. Google will not
associate your IP address with any other data held by Google. By
using the Site, you consent to the processing of data about you
by Google in the manner and for the purposes set out above.
11.4 If you do not want to allow the use of cookies in your browser
You may refuse the use of cookies by selecting the appropriate
settings in your browser. However, in such a case, you may not
be able to use the full functionalities of the Site.
For more information about cookies, including how they are
installed and how you can manage and delete them, visit http://
www.allaboutcookies.org/manage-cookies/.
12. Collection of Personal Data from Children
This Site is not directed to individuals under the age of sixteen (16) (or
such other lower age determined by applicable laws), and we do not
knowingly collect any Personal Data from children under such age.
Should we need to process Personal Data of an individual under the
age of sixteen (16) (or such other lower age determined by
applicable laws) consent to such processing must be given by an
authorized person with parental responsibility for the child.
13. Retention Periods of Personal Data
We will retain your Personal Data only for the period necessary to
fulfil the purposes for which it was obtained and as outlined in this
Privacy Policy or as required by laws and regulations.
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14. Privacy Policy Changes
This Privacy Policy may be revised from time to time. If we intend to
use or disclose Personal Data for purposes materially different than
those described in this Privacy Policy, we will make reasonable
efforts to notify affected individuals, if necessary, including by
posting the revised Privacy Policy on this Site. We recommend that
you review this Privacy Policy frequently.
15. Information Regarding Your Rights
If you would like to access your Personal Data or get it rectified,
updated, erased or transferred to other organizations please
contact us at the address below. You also have the right to object
or to restrict some processing and, where we have asked for your
consent to process your Personal Data, to withdraw your consent
at any time and we will stop any future use of your Personal Data
(unless there is a legitimate interest that prevents us from doing
so). We may request a reasonable fee for administering certain
requests. Authorised employees, agents and representatives of
Valneva who require access to your Personal Data in order to fulfil
their job requirements will have access to your Personal Data.
You may contact us by writing to us at the following address:
Valneva Sweden AB, SE-105 21, Stockholm, Sweden
You may also contact Valneva`s Data Protection Officer at: gdpr@
valneva.com
NOTE: If you are a physician or other health care professional
and would like to record an adverse event, please contact
safety@valneva.com
16. Contact the Supervisory Authority
If you have any comments or complaints regarding the way your
Personal Data is being handled, you have the right to contact the
supervisory authority in your country of residence to lodge a
complaint. Please click here to obtain relevant contact information
to supervisory authorities: http://ec.europa.eu/justice/article-29/
structure/data-protection-authorities/index_en.htm
September 2018

